CHAPTER 6

Big Data, Big Risk

Our technological powers increase,
but the side effects and potential hazards also escalate,
ALVIN TOFFLER

1 On the evening of November 26, 2008, a sixty—nine—year-old
3 man checked into room 632 at the luxurious Taj Mabhal Palace
 hotel in Mumbai, India. The guest, K. R. Ranmmoorthy, Was visit-
ing from Bangalore on a routine business trip. Little did he know
- that his life was about to change forever,

- Atabout 11:00 p.m.,, Ramamoorthy heard
- ousside his door, then sy

- said, Rammnoorthy kne
Something v

- T0om, accide
 Presence

a brief commotion
ddenly a knock. “Room service,” a voice

w he had not ordered any food and sensed
a5 gravely wrong, He attempted a retreat to the bath-
ntally humping into the door. The noise gave away his
ide the hote] room. The response was swift: a hail of

: ul cts v 2 . .
o me flying ¢, rough the door, obliterating the lock separat-

g the hie:

e ’"Slne.ssmnn from the world outside.
o Cavily 5

T00yy ;

iy ?nc{l men forced thejr way inm‘ Rammmanthy’:
tied 1, + whae ink of an eye he was beaten, stripped nn!:efl. anc
T Would beeom e the most terrifying night of his life.
akistani-hased al-Qaeda-affiliated terrovist

as Lashkm'-c—'.l"aiIm (LeT), and Ramamoorthy
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nd himself at the center of ¢,

€ deaall
U : ead
tely fou” bai.
ortund of Mum .
had m-]f iege on the Y re you doing herey» h
rerrorist SI€8 ou, and what are y : ;
u‘Vho are yo=

. 1 ‘-“
«['m just an innocent Schoolteach N
. ’

of him "

tors demsmdff’f_l Of course, the .terron.sts knew that

moorthy repHe™ |d afford to stay 1n a suite at the c; )
‘ u

0 . §. % 4 ! 8
Schoolteachel: Cterrorists Jocated their hostage’s ldentlﬁcati ‘____
e . . .‘
lent hotel(-j Tde able and now had his true name, whjc, they§
el
on his be

e tecrorist commanders on the satellite Phone
in to _
brought with the:;n(;enter receiving t}}e call resemblegd any e
The LeT op d-and-control facility. From across the hou
military ccmﬂ“‘“_n -i:ll leaders tracked the progress of the:
Pakistan, tel‘l?g;;:;umbai. They had carefully selected the
on thit’;1 SZ(;I: ng two luxury hotels, a busy/ railway Station, aja8
it nity center, a popular tourist café, and even 5
E}[:;ldn;:n’s hospital. On the ground ‘in Mumbaj, terrorist op
ruthlessly threw hand grenades at innocent .p.eople as 1'?hey
ing in cafés and gunned down unarmed civilians Waiting
trains on their way home from work.
As the attacks unfolded, LT commanders in Paligeqn
their war room to carefully monitor the BRC
and local Indian TV stations to learn as much
progress of their operatives and the res
ment. Regrettably, the terrorists did

gathering operations to broadcast
Internet and socia] media i

Ng |

, Al Jazeera,
as possible g
ponse of the Indian
not limit their infy
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75 bhe heavyset?

Yb”r l;affﬂges

5. . L
;/: b bald " froms
7
IDfes e WEAT glasses?
yes.
we do with him?” asked Ramamoorthy’s captors.
r room gave its reply: Kill him.

7hat Sha )
«Wh ‘e terrorist Wa
5 simple Internet search was all the terrorists

In o de’thC elderly man’s fate. Though we may worry
eded ©© ©7  and data brokers abusing our privacy settings on
f the matter is that our openness can be used

had ever imagined. When we leak

than we
or governments. Crimi-

d by corporations
our social data as well, and they

- abo che fact ©

ra, it’s not just capture
Is ’gn terrorists have access to

" g :

na . it with killer precision. In today’s world, a search

rmine who shall live and who shall die.
d out that attack on Mumbai were armed
ves. Guns and bombs are nothing

hese LeT operatives represented a

literally dete
en who carrie

and RDX explosi

an

with AK-47s
 pewin terrorist operations; but t .
 deeply disturbing n€ breed of teI.'I'OI'lSt. They h:dd seen the future
and leveraged modern information technologies every St€p of
 the way throughout their assault to locate additional victims and
slaughter them.
When the attackers set out to sea from Pakistan under cover of
d navigated to Mumbai

" darkness, they wore night-vision goggles an
using GPS handsets. They carried BlackBerrys containing PDF

files of the hotel floor plans and used Google Earth to explore 3-D
- models of target venues to determine optimal entry and exit points.

g?s?:fddsli mzlee, LeT a.ssassinsf used s.atellit.e phones, GSM hand-
R center Whic}}zlpmt; t?oor(;l]lnate with their Pakistan-based commagd
- media to provide r:;? ed br oadcast news, the Internet, and social

_time tactical direction to its ground assault

i

3 team_

3 When a b
] > Tappelling }f’j;ander tfveeted a photograph of police comman-
4 m a helicopter onto the roof of the besieged Jew-
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nity building, the terrorist OPs cente, ing,,
alerted its attackers, and directeq then tEr .
the roof. The police, who had hopeq ' e
Icadmg-toswad found themselves an}:bushhed inside the ;:30. P,
. ; ln . n a!
rons® = they opened the door. When the B¢ Meng,, W
momer css('35 had rchl'ted the terro.rlsts We.re hlding i q
that ¥ ‘"; ir war room phoned them immediate] T,
or 361, th nselves to avoid capture.

Y and tolq o
'I
eposition thems ing the siege, the LeT
o At every point during : atta“-kers

ly available technology to gain situationg] 5 -
rcafil y sctical advantage over police and the Zovery il
malﬂ.tamé the Internet and social media, gathereq 3
monitore ¢ data, and even mounted a sophisticateq o
. cn.sourcncc ol;;eration to protect their Operativeg, T}

¢

terintellig® i ITOrists were s
their assault on Mumbai, the te o depen adl

nology that numerous witnesses. repo.rte.d seeing LeT
hooting hostages with the guns in their r‘ight hzfnds whi]
s usly checking BlackBerry messages with their Jefy. E
neo Ngt only was technology crucial to the Operationa] gue
the siege, but as we learned in chapt(?r.Z‘, Criminz‘ll abuse
ogy also funded the attack. It was a Filipino hacklng cell worki
behalf of the al-Qaeda affiliate Jamaah Islamiyah that comy
extensive cyber crime and online fraud to bankroll the LeT
tionin India. The hackers funneled their millions in ill-gotteng
gains back to their handlers in Saudi Arabia, who in turn Jaypg
the funds and forwarded them to the Lashkar-e-Taiba team
sible for the brutal onslaught against the people of Mumbai,
In the end, it took police sixty-eight hours to end the sieg
the city of Mumbai. Counterassault teams eventually killed nin

plosion in the Taj Mahal Palace, which
B, they gave & ice closing in. As the terrorists fa
to free himse]f Zmamoorth}’ the brief moment in tim
and chilgren w;n escape: Not so lucky were the 166 me
mote o 0 lost their [jyeg that day, as well as the

¢ Bravely Wounded as a resylt of the carnage.
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2 moment to consfder the implications of this
Ten men, .armed.not just with weapons but with
'brmg a city of twelve million people, the
metropohs on earth, to a complete standstill, in
i proadcast live around the world. The militants
capd of collecting open-source intelligence mid-
. onal media, Internet, mobile, and social data) and
ronous operational decision making. LeT simply

the public was Jeaking and leveraged them in
d outmaneuver authorities. That

.11 more people an

in the digital age circa 2008. What might terrorists
nologies available today? What will they do with

tomorrow? The lesson of Mumbai is that expo-

es not just for good but for evil as well.

ult.
e able to

Iogies Of_
ange appli

pata Is the New 0il

y everything around us. Every

GPS device, car engine, medi-
hotel door lock, report card,

duces data. Smart phones are turn-

man Sensors, generating vast sums of
today will live their

It, children born
entire lives in the shadow of a massive digital footprint, with some
From their

92 percent of infants already having an online presence.
parents’ posting of their first in utero sonograim until the disconnec-
enabled pacemaker more than a hundred years

tion of their Internet-
later, every moment from birth to death will be digitally chronicled
etuity. Our data creation cycle

" d preserved in the cloud in perp
fever sleeps, and in 2014 each and every minute of every day, we

being generated b
or, mobile phone,
transaction,

- St loe,a6; e-mail messages
u ;
‘ Eh;:ézdésGoogle s‘search engine 2 million times
sent ou 4,000 pieces of content on Facebook
downl.:)t ;00’000 tweets on ‘Twitter
d
uploaded «:g 37’000 apps from the Apple App Store
ours of new video on YouTube
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0 new photographs on InStagram

° pDSteéi;ff]i"ion messages on WhatSApp
¢ texte

i
i

way, ever e mi]::[mes’ e Created g My, | l
Put ano.thef rst ten thousan generations of acl]1 ,f
mation as did t ifmg 21l these dat'a: is dropping exponentiaun b
The cost of SO 2014, a six-terabyte hard driye  Vayyts
For instancé 4 " com for just $300 and store all of the be !
chased on Amazon:€ the world throughout history' Mygj, |

|
recorded anwhef\:?h in the world’s information infy B i
This dxua;; e%f he big-data revolution. The Promise 2;'?1%% |
has bee]ﬂ _tanding complex Rroblems -bc.acome quantig ip N
is that Ol'lrgjcall}’ solvable. Consider medicine. As 4] pat_able |
ta];: sc:t]:ll:ged in electronic medic’fll rec‘ords, it becomes t::;li datl -.
doctors to mine these data'a sets to.ldentlfy the most effectiy, e fy
ments, spot deadly drug interactions, ar.ld even predict ¢ -4
of disease before physical symptoms begin to emerge, Ulltoldol?sft _.
could be saved. hr.res
Across all industries, whether retail, transportation, |
maceuticals, there will be tremendous economic value r’ea lr ar. |
a result of big data, so much so that the World Econor; II:ed
recently dubbed data “the new 0il.” There is a n Miowe 4 Cl ory, |
afoot in which hundreds of companies such as TBM 8¢ gold g

Microsoft, SAP, EMC, HP, and Dell are aggressivél}(r);icgl:’ SAS: :
niz

data phenomengy. And jf

LY

new oi1] th .
] €n
. llke 0

® Safeguarde ther long-established na

e don’t leave 100 mi
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rotected, a.nd- yet for the most part that is exactly
o with the vast majority of data created. The protection of
jnformatif)ﬂ is nowhere near the levels it should be. The
lion barrels Of: oil are pr otected by guards, fences, guns, video
10 ml sensors 11 the ground and along the pipelines. But what
A€’ as 310 0 million credit cards and customer records stored by
. ' —_p Target? They, as we have seen, are stored in inher-
railers ® e and poorly defended databases. When you aggregate
: gk of valuable data arfd. fail to protect them, what do you
ing t0 happe > Our ability to capture and store informa-
r ability to understand it or its implica-

cing ou

] atl outpa i ’ a

is greu 5;1 the business costs of storing the world’s information
,Thoug? =~ d zero, the social costs may be much higher,

i0ns

ay be ng!;"l gmt; Jiabilities for society and our world.
huge I an be instructive. Willie Sutton, the famous

nearly $2 million over his multi-
began in the 1920s. After his capture
rter asked Suttom, «Hey, Willie, why do you rob
oft repeated, was, «Because that is where the
utton could have robbed two million people of
or each, he chose 2 more logical and time-efficient approa-cl'll,
teciding instead t0 rob the currency aggregators (banks). Thus is it
- surprise that criminals are going after Target, Son3.7, and other
aggregators when the rewards are O hlgh and the risks so low?
[n today’s world, data aré where the money 1S.
‘Taking a cue from Gordon Moore and his eponymous law,

too decided a dictum was in order to describe the risks associ-
ed with the growing mountains of data produced. Thus I present

0odman’s law:

f-'Tbe more data you produce and store,

2appy to consume.

ﬁ:’;‘g:a!i)};);zlgtg:rsongl details w%ll fall into the hands of crin-l-

| A oils, and even foreign governments. While big

€ plutonium—dang our personal data are more like weapons-

d, there’s no getti“gelfus, long lasting, and once they are

e 2N the federq] ng them baclf.

= 10 this problen, JE;mement is realizing it too can fall vic-
ook at the 2010 WikiLeaks debacle and

(1S &

robber;, stole
W de care€r in crime, which

. 1€ FBI) a I‘GPO
s?” His answer,

eyis.” Though S

the more orgam'zed crime is
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i diplomat; :

ds of classified diplomatj, : }
ousan,n was able to steal whje wabIEF b |
ey) Manning ¢ . Orkjy, i, |

Chelsea (Bradlcy [yst in Irag. Of course just 4 few, . 2. 4|

l gcnce ana } dwal‘d SnOWden, Who uSed h.years i.‘; :

intelli
! 1 - to steal mi]y:.  Ski],
world wou ’ administrator mllllo .}
e NSA systemm " of

: its allies and g -
access as an America and its 2 Share 6
casifed fle fr1?;:[11'c:ation online. Some have ca]leg tlfhise"l w-]?

journalists for p disclosure the “civil diSObed tYp::i

; . n theftand : ;
mass mfo'rmf;t“:;, But if Manning and Snowden coy]q (afi: o,
information 3¢ ; Py,

dlv thorough background inVCStlga?Oc;lS) amass g4 steg
portedly f sensitive data from the federal gOvernpe, %
vast volumes Cff hey were working for Target, Citibap), ; 5 wh,
might they do.l lt ro);vth in corporate data means that tra’ der Pply
The equnendt:iggns, technical know-how, customer lists, en:ecrets,
::lflr;e:arl;?egs, pricing strateg 1 Sulppi;etls"’ an any other iy, Oyef
tion stored on a digital deVICC‘ oo s © ARy Company, la
or small, can have a Snowden in its midst with notable implicyy, E
for its data security, privacy, and long-term economic vighijsy,
Just one compromised e-mail account on Facebook, Google ,,
Apple can give hackers access to years of your e-mail Imessages, ¢y
endar appointments, instant messages, phOtographs, phone calls
purchase histories on Amazon, bank and brokerage accounts, and’ |
documents in Dropbox or on Google Drive. It is important to note
however, that the data losses we imagine today will pale in compar-
ison with what becomes possible tomorrow. In this world, our abil-
ity to aggregate all information created by both man and machine

and Store it in perpetuity is far exceeding our understanding of the
concomitant risks,

the hundreds of

ien

Bad Stewards, Goqg Victims, or Both? -

What | diq i -
id in my youth js hundreds of times easier today.
Technology hreeqs crime.
FRANK W, ABAGNALE

When Sony, Target, ang TJ. Ma

.t?
; XXw twasl
Were these firms Innocent viet i b

a i . s er
s of Ingeniously inventive oy
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ctrated by sophisticated transnational organized crime
- were they deeply lax with their securi :
ting the most basic of LISy JrSCat,
nting sic of protections for the hun-
£ millions of accounts entrusted to them? The answer lies
the twoO extremes. Not only are retailers doing an ineffec-
ing their customer data, but so too are legions of
d the behemoths of social media. When you
our data to Facebook, Google, LinkedIn, and others,
to be aware not only of the numerous privacy ramifica-
but of the criminal implications as well. These
hacked, and the data taken are yours. How often

> Way more than you might ever imagine.
s own S ment has shockingly acknowl-

ecurity depart
d that over 600,000 accounts are compromi sl pspee oy, Tl
t 3
j ¢ that? Not 600,000 accou

nts per year or even per month, but
That’s one account every 14

0 milliseconds (a blink of an
is 300 milliseconds)- These data can be used for identity theft,
s

jon, frau

d, health insurance scams, and a
riminal offenses- Consider the tremendous volumes
Facebook, and now think what orga-
them. Mother’s maiden
f birth, check. Photo-

in impleme

start-ups a7

} hare on
of ersonal data you s '
nizid criminals might be able to do with

"ame, check. Place of birth, check. Date o

of your kids, check. |
~ Compromising your Facebook account is not the end goal; it’s

just the beginning. Because 75 percent of people use the same pass-
"f' ord for multiple Internet sites and 30 percent use the same log-
in information for all their online activities, once your Facebook
‘account password is compromised, it can potentially be used to ac-
;;:;::difour bank, Crejdit car‘d, and-e-mail accounts. In addition,
-;Facebgsll;tifocirilpanlzs are increasingly allowing you to use your
igitalwcprldg. Wh;:lfeeuz?lflals as your passport to the rest of the
t music, and play ganmsgi:’r:)ur F?cebook account to shop, I.Isten
-lgn- S it d oy greatly convenient, once that single
B Many oocia] ey ,C 0mtoo are all the other services.
.:: :I:;EdI“ (6.5 million accof::ttnessh e
.- atio;;;nd phone numbers) GS)’ lIlapcl?at (4.6 million account
] Organized crime ngou oogle, Twitter, and Yahoo! Trans-
ps are responsible for carryin t
ying ou
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i

" breﬂCh_esﬂ 3“‘11:11:}’1”18_051] is kg
(hese ﬂdatﬂ posslble, wi e ngh&st‘, %

of Junt of imes organized crime ahﬁj

i qm SO]I]C ¢

gl“()u

bl J

; 1t’s a] Ps
1d. mputer system; It Iead h §

. wlde _
0" . s of the Serengeti wop, Page s |
the plain eal, s0 too are hackerg hya B
. rn aly .
2 rcg unty that comes thejy Wi g
are 0 : ch “F
Wd 3-"(163(‘]5 ' [-rcc d{lta thc mega clOlId Storage data Ornh k; .
: (an] hen N
i ample: ' J off the need f?r o 2eCoun; Dassh';
o lly rmeC O ok back in 2011 As gy Doy
pe O gecident™ * tire ne b g |
th phos ac ss its €1 osted on the Dropbox Netwoy, % |
0 c . : 5
Df;[mc\-crﬁ ead any ﬁlCP ur social media or Interne a i
pfrgonf ight thin ch 2 manner and you su €red ha[‘m % §
Tap 1 i " 511 lSL'." l
you sed iﬂns of thousands of (;Iollars stolep, fron, }T\.
te 5 Ji;n
entity eft of It of somebody else’s neghgence, .
jaentt) es . . !
ssk wccount 4573 re those who put your mformauon 1

an su 3 ‘
:1\'0 recoUr® wt You waived all of those rlgl:ts When you Clid‘gﬂ
‘ not. - y 11
course, YOU dod agree t0 the terms of SEIVICe,” a cavegy that hoj;, !7'

e read an
] have rea s cOmPI etelY harmless for such breaches,
1pa
hese con

And Facebook makes it clear: |

PR

sns
3

~<
=
(=)
L

|
s
i
.?
]

We try to keep Facebook up, bug—frfeg, and safe, by, you
use it at your own risk. We art? pr 0v1d1ng .FHCEbOOk as :.
is without any express or 1mp11<?d warranties. ., We 4o !
not guarantee that Facebook wil] always be safe, secure
orerror-free . . . [Y]ou release us, our directors, officers,
employees, and agents from any claims and damages,

known and unknown, arising out of or jn any way
connected with any ¢lajm you have,

By the Way, it is not just Organized crime groups that are goi £
dler the Mass;

¢ data 1 Cpositories you've created with Gﬂ.f’gi""
el a;ee ook; it i governments, foreign and .don'l;:t:é‘:
Massive oy C’ i Janua-ry 2010 Google went public w;mdi n
he Chingg, 20ver ACT0SS its network and blamed .the a i
lies e, . Nment, oogle reported that Chinese 316 v
Mail accounts of activists in the o

§
Chiw
1T0pe why, had rajgeqd concerns about
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ractices. Also targeted in the incident were trade
e Google’s source code—the very software that runs
56Cr6t od its prOdUCtS-
Oogle adm

ou
& what Was taken
pature weven, 1t was reveal
ho (PLA) took t

ent SyS tem.

itted being attacked, the exact extent and
were closely guarded company secrets.
ed that hackers tied to China’s People’s
he source code for Google’s global
The theft of Google’s source code
rovided the Chinese persistent access to the
f millions of Google’s cus.tomers worldwide and have
ssWOr® o1 A to remain hidden within Google’s systems on a
gllowcd th " Have you changed your Google password since
.rerm Dasts: [ A may have a copy of it. Whether Internet and
ds of our data, highly targeted

matter is that any data

5 1fnot, t €
02 XEno anies are bad stewar
f both, the fact of the
Jeak to criminals, ter-

d companies could

: fﬂ[i
leewor mal‘lﬂg R
P 55 .ly have p

cial da : :
o - a little bt O
o the sites al

oor Stewards of Your Data Too

grokers Are P

h having shadowy and poorly regulated
f information on us is that

s well. When firms such as
h of us, those records will
ie Sutton reminds

Data

problems wit
s huge volumes O

dily be hacked a
rds on eac
because, as Will
s theft of large-scale data sets
for many years, and back in
s were stolen from
the hacker
oad more

One of the
data brokerages amas
these companies can rea
Acxiom store trillions of reco
be targeted by organized crime
us, that’s where the money is. Thi

grom data brokers has been going on
002-3 more than 1.6 billion customer record

Acxiom ¢ . ’

f&SponSiEI:gdflts clients. According to court documents,

than eight g?graghe thei;t, Scott Levine, was able to downl
: tes : i

tver intrusion Cay . A‘fXIOm files, making it one of the largest
More recen;es Involving the theft of personal data.

Sold the PerSOnal); in 2013, the data broker Experian mistakenl

Ofganized or: ata of nearly two-thirds of . y

oca §o crime group in Vietnam, T irds o all Americans to an

ab] ity numbers of 200 mH;l he epic fraud meant that the

illion Americans were now avail-

€ to the 2
thleVes
arou
nd the world. The d i
e data sets obtained were
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*in the criminal under

“f .'. . . ec
Laye 35 full »f information require {-‘QI.C g a‘lse
e full set

groung

H o t‘jr‘i\

. r“nln
ind take out loans in the Names g theirs % ¢
s -1.(11 of security occurred I:‘(.mal-lSe 3 "“Deri "’IQti Dl:pf'
guassive DI ia \-'jctn:nncscj hackmg or “izat-a“ s
‘{Ti'}g l"?t:t}mm company posing ag 5 U.s. .. tig
rsblished ¢

ty °
: p“"at R \q;}l 0

7 . 1 e
fer to purchﬂsc the data for 1ts Crim €] \

in orde

- 11
o

et Faperian sold 200 million user dqp, files ¢,
chat? l.\]wrl“i L:‘_cntu;lllv put up for sa]e on do,,
The data were SuperSet.info and FindGeg.
¢ including Super :
e, incl nty-five cents a record, with pa
teen 10 I;*]Z Oﬂn]iﬂe currencies such as Libert
“mraf_mg,{pcriﬂ“ learned of the Compromis
::::;:arronh after it Was contacted 1 reg 5.0
discovered the information for sae o the hy ke 1o STV
And why on earth would 4 Purported]
daa without doing due diligence; The ap ) s g, T g
money. Data brokers make money whep, they gy 22l
they protect it. In the course of gy investigatic,n it atg, R0t vy
thatcriminals had accessed the Vietnam W o
lion times before it wag taken of coy
damage had been done,
Given the ready avaj
crime groups haye

ent aQC
y RE:Se

o oy
y reputab teS.
Swer,

Ay particular ¢, rge

Ormati()n
: Xam : o
Rusian hackers Created 3 Wt sit Ple of this

ey

bta: § EUIf ) y Ule t leve |

:rilned the fu” C?-ediix § AnnualCreditReport_com Web site ﬂﬂd _
Yo the gy, T€portg of 3]] those targeted. Those who ¢! :.

: Swho of celebrities, among the? |
Ardagh;,

» Jay-Z By Gates, Beyontt
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Lady G '
y Gaga, and Sean Combs. Also breached
ed were

Niro,
bgft pe
Ro cedit reports of a .ﬂumbcr of extremely high
ch as First Lady Michell gh-profile govern-
figur 5 , elle Obama. Vi ern
preSIdent George Bush, the FBI’dirLC:t :r;sif,cn_r
r Robert

ormer ; Joh
irector John Brennan, a
Holder as well as the LAPD chief Char]?:B‘thmey Genen)
he Exposed-SU hacker crew obtained the cc;m
, ; plete credit
chose Jisted above, they posted them in full online i
“There for all the world to see were the Social Sc::ne‘m
sof the yictims; their dates of birth, every address the; l:latg
hone numbers, legal judgments against them
vealing information such as how many hun:
ollars they charged every month on their
y millions they owed on

r how man
f those affected were viewed
were eventually taken

ata brokers create highly
1 lists of clustere «Caucasian, high
family oriented, and interested in hunting,

' ears as if certain data

benefit to orga-

r for such criminal leads.

hat are of direct

ay top dolla
Jucrative fountain of revenue for data brokers, and

Gcammers are
s such the data :ndustry is happy to create lists that cater to crimi-
nal customers as well. Though data brokers would disagree or dis-
' avow any responsibility for what happens with the lists, clusters of
individuals such as ‘gullible’ pensioners who ‘want to believe their
ore than an invitation to defraud

. lucl.{ can change’” are nothing m
senior citizens of their life savings-
' the i‘(’; g?;?cb:; Oclz‘:_ such as ChoicePo_int,. Experian, and Equif.aX,
M ec;ffes :;1:; .gr‘avely {1115311gned fr.om a public r1§k
b data, when Organfz dIVt‘{- “his is particularly trué I the age of big
edge management ‘; ‘{Flmlnals now find themselves in the knowl-
' Industrioys force I}jlsmess- They are an efficient, effective, and
n the world of big data, and the more wé create,

- the
. Mmore they are happy to consume.
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Social Networking llis

Social media are great fodder for ]dent;:yfil:l&’ 2 g ol
mation criminals need to pursuc yO'; mother’}sr ava-llable ulnfur\
whether it’s your date of birth Oli]yilliinking “C;{]al_deh na;;]'“e,
your Facebook account. You may b€ - I'iY:'aC lnu_nals can’e o
that information . . . I've blocked it 1 my p Y settip 8.2 ft
the system worked as advertised. Th]im]?a 1rfstm 1 Teasong ynn[}'
information you post to FﬂCFb09k ]C; . . t, ai Noted .abo e any
Facebook updates its ToS, lt_“"” o s ava?; Ef oy Priy,
settings back to the least private OpHan ; tlable, makjng ¢y
data available to anybody, especially its 2 Vef'tISt.Er,s. Seco | 5o
600,000 Facebook accounts compromised daily, 1t§ only , 3
of time before criminals get arom?d”to Yo Last, g1ven thy, sog; Ir
data are now “where the money is, c1:1m1nals have Crea :
cialized tools, in the form of targe.ted viruses and TrOjans, & fake
over your Facebook and other social media accounts Withoys el
permission. _
At least 40 percent of social media users have be
one form of malware, and more than 20 percent of s have had g,
e-mail or social networking account compromised o taken oye
by a third party without our permission. Bad guys trick users jn
clicking on links in posts and messages that purport to come from
friends or colleagues using a technique known as social engineer-
ing. Criminals take advantage of the trust we extend to those

our social network by masquerading electronically as these t

parties, invariably tricking users to click on a link that

mately infect 3 computer with a virys, ‘Trojan, or worm. Mor
organized crime groups are extremely quick to react to b_f,.
news, which they use tq dupe innocent users to click on as a m

of infecting them, Whether it was the earthquake in Ha}. '3

tin Bieber’s arrest, or Miley Cyrus in the nude, the headl
too good to ignore

. and thus people click on them. When ;
Airlines Flight MH370 wen, Missing over the Indian Ocean

. 80 with fake Photographs of the plane
ported videos showing “MH37q found at sea, shocking

released by CNN The Messages spread like wildfire ©

media to a curioys public eager f,, answers, not realizing *

€n CXPOSed to

mers were ready to
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" achines with viruses- Sometimes curiosity
e -

cial media malware was
which targeted
ous social media worm

k link with an impos-

as
wi a
sers sers to cli . .
«OMG—T just 5a¥ this naked

o ’
e . 1. on such a message? Unfortu-
f malware. Once

d :

red elling I
P \» Who wour . lead to 2 furry ©
Jog-in credentials

i teals any available
those for your Facebook,
Koobface can also

service attacks against
s and clicks to take
designed and dis-

c€

ird parties S Web sites-

° n St. Petersburg, Russia, and though
1 -ged and even

e Worl P The maliCi
: na Faceboo

d to extradite them

ve become

ack tools ha
al infor-

hacker to St€
le Firefox browsel plug-in
Facebook session of
Facebook accounts.

checked your Facebook account at a
enty-five other

haring the network with tW
Firesheep,

d if one of them was running
n as you on your own Face-

.on. For examplé; is a simP
Joad to take over the
rk and hijack their

e same netwo

With this, for example, if you

. local Srarbucks while s
. people in the coffee shop, an
_' ;he ll:acker could use the plug-in t0 log i
- DOO :
s account. 'Easy as pie. Once logge
r personal informatio h
anythi n, change your
- users, This techni : I Jrove. wall or:I
' “Sidejackingn N ;’_q“? is sometimes known as S€sS
~ Criminals nd is ridiculously easy to execute
:h]rd‘Partya are also targeting users O .' e il
0 your bankpps and online gam n social media sites via
Lisa 1, account es, attacks that gr h
i Lockwood and can ruin aL g ant them access
gD the j of Baltimore, M your credit. This was a lesso
, Maryland, learned the hard Wa;

Inform -
ation h
er seven
teen—ye
ar-old so
n had pro {
vided

?
account settings; and post
ther

n messages to O
ion hijacking or
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to bite them
a Facebook gaming ming points in exchang, for i
" a ) .
offered the teen extra g for his Socia] Sealil
an account application that ﬁﬁlfe.d ns of more poin:gumty
‘\I’Vi‘l‘lmut thinking, and with VlSloleted the applice; tos
dancing in his head, the teen cOmp biEEts 1311,
ancing in his head, t Lerwasabio used |
. rnum ;
izing his Social Security n o ;
.. hlhl Stz seven separate car loan agph::ano::}sl on hijg
omplete 0y’s mothe !
t:aitcrlof days. Tt was only when t];(e Yen dealerr'rece-l .
:l Il from a local Subaru-Volkswag Inqy;
phone ca ¢

incident.

lllicit Data: The Lifeblood of Identity Theft

¥
oA
'

‘The explosion of data has le(El to the. creation of 3 brand-n
try for transnational organized crime groups, and magg
theft is the result. According to the CongreSSlqnal Research ¢
vice, identity fraud cost Americans nearly $21 billion in 2012
more than 13.1 million Americans are reportedly victim
tity fraud annually. That works out to about one Amerje
two seconds, Furthermore, the theft of this personally
able information s 5 gateway crime that leads to any nun
other crimina] offenses such a5 financia] fraud, insuran

tax fraud, welfare fraud, illegal immigration, and even
ist finance, Exponentig] growth in

growth in online crim

data js leading to exp
€.

E Children are he fastest-growin ictims of
B theft. They are paryi ; L of victi

Y 1€ particularly vulnerab]e because they d
! early—warnmg Systems by;]

: tin as do adults. If somebod
Illzfig cil;a(r)ged $500 or $I,.000 10 your credjt card, you wo

credit carq I;ra}-’t?r oy bll.ﬁ“g Sttement, byt children do
them for eighreer:ems' VES Who pifer their identities
Or credit th s SZ’ b N1y when these young adu
that thejy cred hi mryh Ollege Student loans, dO th
I the ited tates ], *Stroyed by information
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According to 3 study of 40,000 children b
v

nnllﬂuy- : =
ty’s CyLab, kids are shockingly fifty-one

Univers!
o be victims of identity theft than adults. From
s, young people are readily targeted because
es are nonexistent and thus a tabula rasa for

roups- Parents don’t find out about the crimes
until y€ars and years later, when suddenly they

ssive bill collectors attempting to collecton
debts. G1ven the extent to which children

heir 1ives online, and the aggressive ways

d large companies are pursuing them, it

xpect d that they would face significant threats
o. If only these€ financial wo€S were their big-
hall seé the data W€ all leak can lead to physi-

i and Exes—-—Oh My!

nd online are use€-
of other criminals
d by newer tech-
¢ you with
¢ 24/7 onliné life-

hose who we wis
non 18 that

u sloshing arov
i but for legions

. ever-greater precision.
reachable at all times,

 styles, we are

could not reach us. What is odd about
oftcn we, through our voluntary provision ©O
 data leaks, are making it easier for stalkers, harassers, an

even by t
this phenome

f information O via
d criminals

* to find us.
' Tak
lying ;a:,afir example, the case of cyber bullying. Though bul-
ays been a problem in schools, the Internet provides
st in the

ir victims, notJ

4 C}’ber bu . 9 _
llies with instant access to the
The threats come on

a
Via e‘nfai;d’ but everywhere, at all times
, Ol § 1 . ’
ocial media, on mobiles, and i '
, and even V13a messaging

4Pps and

Coung; games. Ac :

_ 1 cordin . : »
_YOungl > early half of all g to the National Crime Prevention
. People facing the teens are affected by cyber bullying For
persistent harassment, it seems as if tiwre

line,
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is no escape; as a result, a full 20 percent of midd]e .

- = 5 - 00
admitted to “seriously thinking about atmmptmg Suiciqg la,Stlld&
. . e n
of online bullying. — hecaut
Children are not the only ones victimizeq b ’

ing; cyvber stalking 1s incrcasing:ly affecting the ad};l:yber s
as well. In fact, the ever-expanding flows of data aboyy
persistent online presence have helped to transform, . "
into a fertile ground for a new breed of Criming] kne Intﬁrnet
cyber stalker. These offenders use the Internet as “thej, :n 3 the
harass, threaten and intimidate their prey.” Cyber Stallcel-eapcIrl to
by sending unwanted e-mails, text messages, PUStings’ aniidq thig
and by spreading rumors about the victim online, USing thtweets
that each of us leaks every day or that are commonly 2] bedata
data brokers, cyber stalkers can easily obtain detailed infora le Vig
about their victims, including their home and work addres;:atmn
phone numbers. Often these details are used by cyber Stalkesrand
confront their victims in person. Sto
Facebook has been of particular use t
us having hundreds of friends, many of w
would be wise to more carefully consider
ing those friend requests. Christopher D
to find his victim, Nona Belomesoff, an ej
from Sydney, Australia, and meticulously studied her profile before
contacting her. It was Belomesoff’s frequent posting about her love
of animals on her Facebook page that gave her stalker the idea of
how to persuade her to meet him. Using the social media data the
young woman was innocently leaking, Dannevig created a fake
profile under the name “James Green” and claimed he worked
an HR recruiter for 4 well-known local animal rescue group- b
Woman’s stalker used the very details she had posted to con he;.
After Creating the fake profile, Dannevig contacted Beh?meslllﬂer
and ex'ch-anged a series of messages, eventually befriendmi i
an.dbgalnm_g her trust. Shortly thereafter, he announced ;hel"wu
;ejz gp:nmg at the anima] rescue charity ff-"f which Siniervic“'t
bertect fit. Belomesoff agreed to meet him for an Y
and her stalker offered to drive the young woman to th};‘iﬂl'z3 dat
shelter located ip a secluded area just outside Sydney- {2 with che
the prospect of having found 3 paying position working

4
usg a tlﬁh

O stalkers. With each of
hom we’ve never met, j

who was actually sepg.
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she agreed to travel with the man. It was there
Sydney, that Dannevig strangled anci

Oved ’ i
¢skirts of

d ou
m strangers using our data to find and

Litpa Jes in Comparison to th_e perils we face as a result
s js red once a8 d harm by those Wltl:l whom we once shared
st jolenc®” " pacebook makes it easy to keep tabs on

out of a normal, though

of 40 .
rim3te el .Ifriend, OF spouse . ‘
r boy _urient curiosity- INeW friends, life updates,
ns, and vacation plans

] o :

i hip status, ¢ravel locatio

¢ to former partners: The phenomenon is so
» has even entered the common

fuel much more than curiosity

Jeak
But for some; © f j:;;e‘::, In those relationships that involved
of 0ur world, 45 percent of victims admit-

domestc Ilb sers foll wed and attacked them online as well,
ey PTSD. Social data can also provide
and because abusers often go tO great
an innocent tweet, check-in, or status
bullet. For instance,

is ex-girlfriend
ph with her new boyfriend

details s 0 heir locat10n
their victims,

lengths tO
update could be S effect1Ve
paul Bristol flew from Trinidad to Eng

o death after seeing 2 post of 2 photogra
hat the informa-

on Facebook.

Another challenge in the world of big dataist

tion we share and intend to k jvate leaks out tO others. Often

we are betrayed by those with whom W€ have entrusted the most
tographs we

L'lazéﬂsa}:rgzta;ls of our lives, part-icularly with the pho
v . nf:giig, Er the s.harmg oi:" sexually explicit SMS pho-
A b e;_) onjs, is a growing phenomenon, and some
ey ge-aged students have admitted to engaging in
o not just disa ortunately, photographs shared in such a manner
Often come baclfpear_’ and these data detritus, like all other forms
gf&phveb Sites Su;)l 2151561\;11? originators in unexpected ways. ,
. Sh?lf]-] t;ii; T 03; isi?;:&?;; tl.le jilted to share photo-
- Bagrs:of hotogragh site. There are more than
phs of complaints oh phs of naked men and women,
out those in the photos——-terrible
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heated on me with my
er, ches ‘
I”‘“l site is.-\n_\'omUp.com,
pOpuar sie, o ]“t
E\ldp Hunter Moore asa (S
g l-e
photographs of their ex

of a million people d

account, her full name,
fully indexical and retrj

According to the
People in the
aged twelve ¢q
the online world via gl
ofyoung

media aCcount,
Purview of
Whelme by

abiljgy to

Muc

eir Parengg
ern te
Onitor wh

Out
aFlult POSing "
mght‘}’ear-o]

}’Ear-old May,

3 chjlg
glrl One

ANty State
the Purpose of chyj q .

.

and Enemjeg

aily. The Phengyy,
it now has its own name: revep
i as

next to each photograph lin s

er
and hometown a
evable ip Goo

Online Threats to Minnrs

Pew Researc Ce
United Stateg are ¢

p
People ageq ten to

e
hof this Inte

IDoseg

m Canngt tell
Online. :

aw
abdy,

A GATHER |y STog,,
Sister, Sa]) :

a repository f

: l

and

€ng
¢ porn,
to the

L

ISis g Major g

ource of stres
€r dangers ;

Nl our increxs-

e |
used technology Lo great effect toz
of

S€xual abyge. So common ls}tll:
Clevision show highlighting th; gnii :I'
Tedatoy- The challenge for Cl?ll rmaﬂ ]
when they are talkmgﬂdler
®If new online fr iend_bth: ff |
OVer—coulg just as likely bea ™ §

inesi® |b
, ate Jin
ay, Wllllng to travel across st
tion_

nner
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Given that pedophileg have it
Pref,
y Nep erences 1

he pursue (age, gendcjr, hair color
- ograph pgsted on social Media or GISew}t; anq g,
. s a shopp!ng C?talog OF Virtual marje, laf:re Online ca;xall:y B
| jooking for VICHImS £0 target. Pedoppijg - OF chilg g, ) ted
- qow the very lz?test games, messagin o, it thejr p, essers
finterest t© chlldren_ and WIH. seek out thei, o t_nd Virtyy] Woil:lo
- ble online forum., USINg a variety of toq) ranginln}s in every, posf
- pads. Lest you think the demand for such dispy, [i Ilrorn boxes ¢,
- fimited, law enforcement sources have identifieq 5 lp Otographs
o million such images and videos in the Upjeg Stat:sasi tWenty.
- password-proiiected child POrnography We sire, }alaine, and
 hirty thousand paying members. ST to
. Today the volume of pedophile images is growing, not he
1 adult has necessarily abducted a child and abused him or heﬁagse
' pecause young people are readily targeted via subterfuge and sc,)cizf
.~ engineering.
- Such was the case with Amanda Todd of British Colum-
' bia, Canada, who at the age of twelve was coerced into flashing
 her breasts on a live video chat site popular with teens known as
 blogI'V. The anonymous person who made the request seemed
' nice and complimented and flattered young Amanda on how pretty
. shewas. In a moment of teen naiveté, Amanda revealed her breasts,
- assuming the requester was another teen. As time passed, however,
. she realized she had encountered a much darker force. A year after
 her disrobing, Amanda received a message on Facebook from a man
. under a pseudonym who demanded the young girl reappear nude
- @nd perform sex acts on camera for him. If she refused, he threat-
i ::;guto rlilease the original video of her topless. To’pro?re he was
i % the attacker revealed the names of Amanda’s 'frlends and
% her address, and the school she attended and said all would

- .
egs;i: "M her video. The young girl demurred, and the harassment

n the . |
fc'rth) Ch]ldfen |

' nam?:;dtormentor created a fake Facebook profile in An%anda’s
- Hethe,, bl;sed 4 phOFog raph of her bare chest as the profile picture.
 famy) mem%an sending friend requests to all of Amanda’s friends,

oy °1%, and teachers whom he had discovered on her true

*Anan & . i . -
da was unaware of the incident until the police, wor |
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ried about the implications, cz:;ne kzockin :
: Eve. Amanda r ;
4:00 a.m. on Chnstnmsb e hwas horriﬁedfamlly‘ T
: : ied an . ) __
ing to school, she was bu arasseq . i |
: ure was unbearable, elentl on , o,

young teen, the press ied | " CPreggio, Sy
panic disorders set in. She cried herself to Sleep 0, g o
was disowned by her fI'lEI'ldS, \VhO blamed e

Xig, th
Ve g &
video. She ate lunch alone every day and began

a
; . CUtgpearing- qﬁ;“

To avoid the pain and ridicule, Aman, SWitc}, "8 hye Ny
moved to a different town. Sadly for her, y}, b ed SQhQE{f‘ -
ued. Her stalker followed her activities online andECuti% c(,s g
Facebook page to advise her new teachers , a‘fs?reate q a?j'"
topless video. At the new school, the bullyin % Clas Ateg ¢ ;sh
that a group of girls attacked her on the P ss .

layor 80t gy, "
her and pushing her into a muddy ditch, Addi}; gg ?E:*d, Punchbad
the perpetrators even posted a video of their attack o
Amanda went home that afternoon and drank from uTUheL
bleach in an effort to bring all her pain and sufferip, 3 gally, i
She was rushed by ambulance to g hospita], T to ap eng
was pumped. Though Amanda survived, the harassm:r Stomg
ued. On her Facebook page, other students posteq phigts Contjy
Clorox containers and encouraged her to «

8raphs g‘[
try harder NEXt tipes
In response, on September 7, 2012, Amand g

~Minyg

her death and was viewed |

ht that Amanda could ha
appers,”

A dismfbing trend in which gangso |
les reve] ;

. Nl Coercing kids i e camen
- 1ds into stripping on
. recording them. Worrse, the s < StEippg

pPedophiles then use the videost® |

o and
& more explicit sex acts online 3
e .

On socia] py, ?;Z':(lly-leaks data about herself online and is Stau];lt

G :
» this ig Mot an jsolated occurrence, A :
iS I 1 ; . : . d’lta brlﬂ.
g OWing is disturhing. Big ds

, ome police t
been A Victim of e p hOug
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Big p ATA
ith them big risks, and ¢ye,, -

;t]adult can be used by pe doph’j‘I‘ef;eratlon inno,

_ In 2011, police in Melbgy, ne, A.u | Ous]y, shareg

- hild molesters targeting lone]y, Sing]it;iha’ eorergg. by
ters by trawling their online Profiles angthers With You:umhcr of
their children. The goal.of the pedophilessearching -y rge daug}p
into the home, usually using a folse il cir
0 begin 2 relationship with the chjj &s mOthfretense’ i ef‘f?y
she home and welcomed there, the pe dophiler;von . rt
alone to ultimately target the single Mo’ youn tzluld Use g g

~ ipals and predators play by different rules 8 daughterg. s,
our data as fodder for a wide variety of up

and
§ are happy 10 use 4]
anted Consequenceg

Haters Gonna Hate

 Your social media profile may also make you vulner
. type of attack—a hate crime—one in which bigo
homophobes target individuals online based on theijr race, religion
creed, color, gender, or sexual orientation. Such incidents hav(;
taken place on Facebook, Instagram, ICQ, Twitter, and numerous
other social media services. Facebook was accused of hosting so
~ much violent hate speech that CNN ran a story titled “Facebook/
- Hatebook?” to document the phenomenon.
- Online data allow criminals to locate victims based on the
- attacker’s individual biases. In one case, an assailant in Texas
. trgeted a gay man whom he met on the social media platform
MeetMe.com. After arranging a rendezvous with the victim, the
- acker kidnapped him, beat him unconscious, bound his wrists,
, ::fdi]:ewgh%m into the trunk of his car before dumpin'g him on thlt{a
- up;; hl‘.lce JohnSQn of .Fort Worth was charged in the att;ac
b o by ni?tir;e:t sal.d he just wanted to teach tl’l,(? gay man a les-
: horriﬁce ;he joke may have gone too far. . —
mvolvjng SOCialas t e.Tjexas 1nc1df:nt was, the VOIUI:I]C of hate Frl
: “lal media in the United States pales in comparison to
: I!eo*Nazil;fs:i’hWith thousa.nds of attacks credited to an emerging
movement in the country. In a one-hour documen-

Prod
tced for the U K % Channel 4, reporters documented over

able to another
ts, racists, and
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- ich bands of vigj
hundred kidnapping ets and online, The iCtims hll
fifteen m' nen on the stre e terI‘OI‘iZQd s
g D BAy kidnapped, assldl filmed. The attacke urlng
- TS, are . . r
P qrhich are often bo ) ythe country apq t USSf Op
tovrvs whielis : e in
abductions, v licit police ave
ibution from complic th Facebgg) a Pog,
ribusian h‘Olﬂl brutal attacks on bo injured Deg nid Illstag t
it thcflr ther humiliate thosel- : In h dp :ie the Vol
ur nline j Undre
an effort o ry evidence posted o red, eye ) S of
of ([gcu!"cnmsécutions have ever ?cc(]gr El ,d 0 Whep
S or pro t 1sable —an g
arrest (icre A Tl permanently . ; ng“hity
were mur ility of Russian p()lICe to Sys : m . Ol'llt()r )
gi\'cn the abili ) 7 across all socia] medla Channels
net activity in the coumtry ;

Og
th

t

Burglary 2.0

t criminals
ata off ¢
ir own pur

M4 you produce g Store, th

F€asingly, Using technology to

pr Operty tq Stea]. Welco
: Y Thege criminals i
Ings op e

Ine to the world of

€arching your post
: u
’ Witter apq using the data Yor
800d g, 8 S€Neraj,, TPOses, jugt as would any othe
CSm 0 roSpector. To ig .
“Ompuyge, dey.
2 Wel el

f
hhght this threat, a group 0
Operg concerned b
Site ¢ 1]

tiong] e Wed e, 0

. ted
Y our oversharing cr Taca'
0
People’ =-Com, Cre theY aggregatedd cres
Ple tWeetg and Foursquare check-ins an

easingly s

nner
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mation collected. The result:
| code and see who was away

r burglary. It’s criminal

pase of the infor
pablé dzzﬂd check by post2

s thus suitable fo
£ a2 mous¢-

. ] real-world burglars are
h example was uncovered in
Nashua, New Hampshire,
ims were away from
g crime ring checked

fore carrying out more than
00,000 in property during
randfather’s burglars,
at help them

nvicted bur-

. One suc
f loca . minals in
ine when vict

discovered that thi

:ms be
stealin early $2

re not your &
ing to technologies th

ccording © 2 2011 study of co

them admitted monitoring Face-

inting a SP°®

h as Google’s Street View

hand and plan escap® routes when

he results highlight the ways
us.

otographs, 1
others via your mobile i eveal th
-~ photograph was taken, the serial number of the phone Of camera,
i itude (GPS coordinates)

* and, most important, t
containing this

of where the picture was snapped-
hen watching 2

R i ; § ) ;
v’i‘g‘;’matlon, though not immediately obvious W.
; 0 Or viewi . - - .

r viewing a picture, lie there readily accessible by anybody

who know i
R i Wit; how i doniload a sinaple DEGVSCE plug-in to access
. i an
| tographs COme}:; 0?‘; of hundreds of free tools, suddenly your pho-
. 0 -
= ;IJIOWS anybody to ife and magically appear on 4 Google Map that
_ Be:;e]was taken su:ho?n: hm on the precise Jocation where the pic-
.. -Oc F * s e mir . -
- sz?nal data to p]an one’sa ?: of Cyber casl g hldden
very sa imes.
me metadata are contained in mi

ng—usin

llions of photo-
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: :res such as -
graphs posted to sale nd auction SI° e Craigsljg, :
am o :

For example, a phomErﬂPh of & 01T~ 8 OT an iPyq e}
. ! & d with 1t the precise | Ogp. 4
Craigslist might have embe kst “This: ik Ocatjq,
i -as taken- i )

home where the photog! ppll Wee _— niormag;, o,
to us€ Craigslist 35 g more th, a"“\ar
ds soon 0 be stolen. Ny shy ;
Mullen a1 art Pendleton of N, b
jasma TV and stereo sy o
€m %

When Keri Mc | their P

g e 1] thelr i
Indiana, decided t© 5 the items online. A few days latey. ., * the,
uld be attending 4 C’ the cuu!_

posted phomgmphS 0
. . they WO
ed on Facebook , - )
ple mention Thits all the. Oncey

; ight.

nearby Louiswllc that SﬂfurldﬂY - fhe home co . at

e arize ntaini io

that thieves needed to burg INg the *elen
.

tronic goods they were seeking- The burgla}rl's knew they o
their time because the couple would be at the concert for hoy ke
the end, the couple v 'bed of their flat-screen _teleViSion, hfn
laptops, a Stereo rack and all its components, and- a hi g-h-end i n(:
digital camera. This is but oné of several ways in whiclk chiog

mmerce, cyber casing your home fron thz

too are engaging in e-CO ;
:nside with the datayou are leaking.
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tech-savvy thieves
ping catalog for g0°

Targeted Scams and Targeted Killings

ake advantage of your onlin
dates is by scamming your
inals monitor your social media and wat

homgraphs online 1n real time. Onc
lyze your social networks Jooking for

elderly relatives, usually grandparents, whom they notify of your
«ynfortunate accident.” The scam goes something like this: “Hello,
Grandma? Yes, I have some terrible news. Your grandso? ket
was involved in a terrible accident in Barbados. The hOSPital wod!
accept his American insurance and refuses to treat him until ¥¢ p“t.
down $10,000 for the surgery. If you don’t help, Grandma; elﬂf]‘.‘
nhot make it.” How do criminals get away with chis? Becaus® ?h;E
them, though unwittingly, through the informa ‘
new world of big data. Facebook tells the worl

in which criminals t

Another way
d travel status up

vacation postings an
grandparents. Yes, crim
you post your vacation p
you’ve done so, con artists ana

tion W€ S
d—inclu
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randparents are and how to find
: argﬂret to pressure her: “It’s looking really bad . ..
unt T coma - - - Please send the funds immediately!”

n defrauded by the scam, and mii—

sent via Western Union and MoneyGram

our g

your social media ac-
when narcos follow you
tels implement a wide
programs to collect
government tip lines

sca mmers monitorin g
ousand dollars,

our life. Drug car

rintelligence
and

costyou
ounte

erceived to be unfavorable
ber 2011, just across
dents on their way

ng up by their arms and legs,
verpass. The victims, a man

0

bodlt ies, had been badly cortured, and the

d. Above the dangling bodies read

sted sign: «This will happen to
our eye on you-

ed, we've got
one of Mexico's Jargest and

|s are equally savvy with
photographs and videos of
e act of decapitating their

Mexico, resi

porder 111 :
ad two bodies stru
pedestrian o)

un ominous ¥

| gll the internet sni hes . . - B€ warn

' Signed, 7.7 a reference to the Zetas,
most violent drug cartels. These carte
their social media campaigns, uploading
themselves on Facebook and Twitter in th
victims with chain saws and machetes.

Meanwhile, terrorists not only leverage social media for Opera-
aw in Mumbai, but also tweet in real time
d cause more fear among their targets-
he Westgate shopping mall
Shabab group who carrie
from inside the shopping
ee innocent

tiona! purposes, as We S
S! df'we public opinion an
urin
o Naigot::'e September 2013 assault on t
e attl, Kenya, members of the al-
v Thzcsk live Fwe’eted their slaughter
Wiliang apq :::,1; hc}based terrorists murdered sixty-thr
fr?;ted photograp[?s Z‘i Iflfaf'l}’ two hundred more. The group even
ac W by . .

o used the Kenyan OIiPIC of the. carnage inside the Westgate

government itself of destroying the shop-

Plng ce
0ter, ysj
’ ng the haSh
tag #West
gate.
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tions of Leaked Gover"men
t
- a

n-]l‘CotiCS or HI]IZHUOHS are llsin
- ' ornment and {
Organt?® int e o8 B0 copa C il enfc‘rcsnfb:
. acher 1€ e WO Maricopd ounty, Arizqp e,
.1 2010 for DUI, a q ¢
> & S€arch :

.5 deputt® * oty of 187 CDs, including one y;, U
1 red AT files of With
vehicle un¢ s, a7 Facebook profics nearly thirty t,
aphs: & Jon-state actors and hacktivig; Payy,

names; photte
er Ofﬁcers' I f :
5002 ter the so .
and LUIZSeC also 8 cial daty leakfg

jals.
e ' ;ﬁcmt , hacktiw’st group LulzSec demong;,
g ;ven go after the F BI. Becaus¢ the hacktivist G'rgana't
# ap the personal o-mail addresses of indiy; dlza.
orking the cyber-crime beat ﬂ'llaf
» Uey

especiﬂ” rthose W :
o-mail message notification of a copf.,
COHfEr.

ercept a0
veen the FBI, Scotland Yard, and seve, !
2

were able O int

ence call taking place '

lice agencies: The topic of e eall? A discies
s related to ANONymOus, Luleecn

other global polc .
of “the on-going investigation
ssociated splinter grOUPS-” Once 1n possession
sed the dial-in information

Antisec and other 2

of the e-mail, the hacktivists merely U
in the call. As the worlds
discussed the case against

and access code t0 silently participate

premier law enforcement organizations

Anonymous and LulzSec, there the hackers sat on the line listenin

"tj?hpdice unknowingly brief them on the status of the investigatiof

. ;Tﬁﬂ,‘;;i;reg rzcordeq by LulzSec, which .tl'len.posted it 1
y embarrassing the police quthorities involved and

undermining their investigation.

So No Online Profile Is Better, Right?

Not necessar;
: essarily. Gi
e as};.Fleen all the risks from postin social
not participating i e |
g in Facebook or LinkedIn wou

be the obyi
obvious soluti
olutio
ictl:sauenge& Ifyou don’ltl. Buta social media boycott brings 7
extrem own and ' :
o ooemely easy for g crinlina(f()tntr'o1 your own onlin€P erS‘;:‘_’
o aggregate the knowa £~
d

Ormatjg
n about
you and create a socj ;
cial media proﬁle for yO
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lion dollars of valu
via a Chinese espio
' ever, is how the attac
When the Chinese O
" on behalf of Sinovel, 2 state-OWIl
e supplied by AMSC, a simple
. provided their agents with
n
. ai:gvhe Massachusetts firm. Onc
highlight?;;lghemployees and their positions,
3 0 .
ll:'lgle prized 501:: . likely: e fes b
lan engine -~ code. One such person ident
er working for AMSC’ ; e
SC’s office in Austria

ﬁ.a

W
onag®

din .
; me

oble ¢ried
obal undercover
.. .c [t is unclear how

(g9  BIG DATA, BIG RISK
al activity, ranging from identity
d, there aré many such examples of this
file individuals. For instance in
commandeered the identity of

on Noble, and created a Face-

variefY Of crim in
Indee
r high-pro

alarly fo
.1 crime group

anl
Orfner | of InterP ol
for him. The crimmals took his official photograph
Web site a7

y. awil
T ?Jd out his fake Fa

acted data from his official

d extr
nized

cebook profile. The orga
enforcement officials
of Noble and posed operational

dia service. In particular, crimi-
ence regarding Opera-

operation to locate

frjendiﬂg other senior Jaw

ather intellig

hared, but dozens

data 1S S
purported

riority
d how much
s accepted the

senior police officia

e
A e e
= e B et AR et e e

iked Me

powerful ally in social net-
this book, W€ Jearned about the
AMSC, which Jost nearly 2 bil-

de was stolen

ation 2

nage operation: What wasn't €Xp

& was carried out.

fficials decided to purloin the source code
ose wind turbines

ed company wh
check of LinkedIn would have

access to the roster of employees work-
e the Chinese had completed
4 list was generate
cess to AMSC’s
ified was a Ser- o
by the name of /

|

|

f
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Lil‘lkedIn’ Facebook, and TW

. it

social me e nasty cfl‘lvoxl'ce and hag receter, 1\}
. n 1l3e:

learned he was going . exact types © vulnerabilitjeg a tly

when targeting POtentiy] m
1e Chinese were ey,
‘e variou ; ; able to re N
Through his va .- Oflife” plottmg on a map hjg favo mr%
. 3 Katte ; |
> ic’s “pat home !
Karabasevi \mI: and restaurants, 11115 1 agd Office, histe‘ﬂﬂi
'ms, : so learne
fee shops, &) daily routines. The)’-a . tl:lat he had tr%l
times, and his d with all of this infor Upey,

: en. Arme
Asian worm ; n
chant for cruitment process. » th

i re
Chinese began their T approached Karabasevic and Offereg

i andlers ;
a “CSE:};S;; OPPOTtunitY to I\EforkaIth. tl'éem_ In. the enq, tlm
code (secret sauce) that all(JWt?,d Sinove tfo uild its owp Wind ture
bines without AMSC. Most important for Karal.)asevic, hic Ch-‘

lished an office in Beijing for him ang P“Omis;é

nese handlers estab s b . —
. ct he could want . . . 1n particular w;
all the human conta p With fomyg,

co-workers.” After the theft occurred, hundreds of Skype chat
h)
and e-mail messages were uncovered between Karabasevic and hjg

Chinese handlers. In one note Karabasevic wrote, “All girs need
money. I need girls. Sinovel needs me.” To allay his financiy] con-
cerns, meet his companionship needs, and bolster Sinovel’s bottom
line, the Chinese offered Karabasevic $1.7 million for the source
code. The economics of the deal were fascinating and instructie
Karabasevic receives $1.7 million; AMSC loses a billion dollars in
valuation and intellectual property, which Sinovel captures by pur-
portedly sctlling pirated AMSC products around the world. A great
;;;“I; ’(’] ::]1 iﬁ‘;‘;:iglésfo; Sin}tl)vel a.nd for those unencumbered by
As should be ohy; s

- . vious by now, there are numerous risks from the
ponentially growing seq of data in which we find Ives. Not
o'nly do we face ap onslaught of ¢ W‘ IF e s m o
f1es, marketers, apd thirg- Zta e Intte.rn?t cl{) t};r.
rorists, and rogye govemmpar ty data brokers, but crimina S’saut
and surveillance forey - toc? have us under constant & ils
of data detripys l;owe *I aggregating and amassing. Those trﬂks
o, ohare growing exponentially longer thﬂnu ;

to the com

u )

mobi] PUters we're NOwW carry;i : rn—0
Ob1le phoneg, rying with us at every tu
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